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1	Decision/action requested
[bookmark: _Hlk114653636]This pCR proposes to update the sol #6 of TR 33.740.
2	References
[x] 	3GPP TR 23.700-33
3	Rationale
[bookmark: _GoBack]It is proposed to fill the detail of the security establishment for per hop links between the peer UEs and UE-to-UE relay, which follows the below conclusion for KI#1: support for UE-to-UE relay of TR 23.700-33[x].
For UE-to-UE Relay Per-hop links setup (i.e. PC5 link establishment between Source UE and UE-to-UE Relay, as well as between UE-to-UE Relay and Target UE), Source UE initiates the PC5 link setup with UE-to-UE Relay (first hop), and UE-to-UE Relay initiates the PC5 link setup with the target UE (second hop). Sol#11 is used as basis for normative work.
-	The Layer-2 link establishment procedure as defined in TS 23.304 [3] clause 6.4.3.1 is reused for per-hop link establishment for UE-to-UE Relay with the following clarifications:
-	UE-to-UE Relay initiates the second hop PC5 link establishment after the Security Establishment procedure is completed at the first hop.
-	UE-to-UE Relay sends the Direct Communication Accept message to Source UE after the second hop PC5 link establishment is completed (i.e. UE-to-UE Relay has received Direct Communication Accept message from Target UE).
4	Detailed proposal
********* Begin 1st change*********
[bookmark: _Hlk110849220]6.6	Solution #6: End-to-end security establishment for Layer-2 UE-to-UE relay
6.6.1	Introduction
This solution addresses security requirement for providing confidentiality, integrity protection of end-to-end information exchanged between the peer UEs over the L2 UE-to-UE Relay in key issue #2.
6.6.2	Solution details
6.6.2.1	End-to-end security establishment for Layer-2 UE-to-UE relay




Figure 6.6.2.1: End to end security establishment for Layer-2 UE-to-UE relay
1. Service authorisation and policy provisioning is performed for the Source UE, Target UE and UE-to-UE Relay. 
2. Source UE has selected a suitable UE-to-UE Relay and received the Layer-2 ID of the target UE after Model A or Model B discovery. Source UE decides to connect with target UE via the selected UE-to-UE Relay.
3. The Source UE and Target UE may need to setup or modify the PC5 link with UE-to-UE Relay.3a. If there's no PC5 link between source UE and UE-to-UE Relay existing for the required RSC, the source UE sends a Direct Communication Request to UE-to-UE Relay.
3b. If there's an existing PC5 link between the source UE and UE-to-UE relay for the required RSC, the source UE sends a Link Modification Request to UE-to-UE relay. The security for this existing PC5 link may have been established, then the step 4 can be skipped.
4. The security establishment for PC5 link between the source UE and UE-to-UE relay is as specified in clause 5.3.3 of TS 33.536[9].
5a. If there's no PC5 link between UE-to-UE Relay and the target UE exist for the required RSC, UE-to-UE Relay sends a Direct Communication Request to the target UE.
5b. If there's an existing PC5 link between the target UE and UE-to-UE relay for the required RSC, UE-to-UE relay sends a Link Modification Request to the target UE. The security for this existing PC5 link may have been established, then the step 6 can be skipped.
6. The security establishment for PC5 link between the target UE and UE-to-UE relay is as specified in clause 5.3.3 of TS 33.536[9].
7a. After step 6, the target UE sends the Direct Communication Accept to the UE-to-UE relay.
7b. After step 5b, the target UE sends the Link Modification Accept to the UE-to-UE relay.
8a. If step 3a is performed, the UE-to-UE relay sends the Direct Communication Accept to the source UE.
8b. If step 3b is performed, the UE-to-UE Relay sends the Link Modification Accept to the source UE.
94. After PC5 link between source UE and UE-to-UE relay, UE-to-UE relay and target UE sets up, the E2E PC5 link establishment performs. The source UE sends a Direct Communication Request message to initiate the E2E PC5 link establishment procedure with the target UE.
Editor’s Note: In addition to the security end-to-end information, what information is included in the DCR message is determined by SA2.
To establish the End-to-End security between source UE and target UE, the message includes RSC, source UE’s security capability and source UE’s security policy. This message may include shared security credential ID between source UE and target UE to generate KD, or if there exists a shared key KD between source UE and target UE, the message may include KD ID, Nonce_1 (for session key KD-sess generation), and the most significant 8-bits of the KD-sess ID (for uniquely identifying KD-sess at source UE).
NOTE 1:	The provisioning of security credentials and security credential ID in the Source UE and Target UE is out of 3GPP scope.
The privacy information of source UE such as source UE’s security capability and security policy, Nonce_1 can be protected by these security per-hop links between source UE and UE-to-UE relay, UE-to-UE relay and target UE.
[bookmark: _Hlk102730553]105. During the Direct Auth and Key Establishment, several authentication signallings are exchanged between the peer UEs to derive the shared key KD based on the shared credential between source UE and target UE. 
[bookmark: OLE_LINK8]NOTE 2:	How the source UE and the target UE generate the shared key KD is not addressed in this solution.
[bookmark: _Hlk110947979][bookmark: _Hlk110959567]116a. In case the target UE decides to active the End-to-End security protection, based on source UE’s security policy, target UE choose Nonce_2 and generates the session key KD-sess as specified in clause 6.6.2.3.1, selects integrity and encryption algorithms from Source UE’s capability, generates integrity and encryption keys as specified in clause 6.6.2.3.2. The target UE may choose LSB of KD-sess ID, forms KD-sess ID, and stores KD-sess ID with KD-sess. The target UE may choose the MSB of KD ID to uniquely identify KD at target UE if a new KD is generated. 
116b. The target UE activates the integrity protection before sending the Direct Security Mode message if the U2U relay integrity key KD-int has been derived.
127. The target UE sends the Direct Security Mode message to source UE through UE-to-UE relay, including Source UE’s security capabilities, Source UE’s security policy to protect from bidding down attack. The message also includes Nonce_2, LSB of KD-sess ID, chosen_algs, and MAC for integrity protection, or the message may include MSB of KD ID. 
138a. Upon reception of the Direct Security Mode message from the UE-to-UE Relay, the source UE generates the session key KD-sess as specified in clause 6.6.2.3.1. According to the chosen_algs from target UE, source UE generates integrity and encryption keys as specified in clause 6.6.2.3.2. The source UE forms KD-sess ID from the received LSB of KD-sess ID and chosen MSB of KD-sess ID, and stores KD-sess ID with KD-sess. Or, if a new KD is generated, the source UE forms KD ID from the received MSB of KD ID and chosen LSB of KD ID, and stores the complete KD ID with KD.
138b. The source UE verifies the integrity protection using the indicated integrity algorithm in chosen_algs and the generated integrity key. After the successful verification, source UE starts integrity and encryption protection before sending the Direct Security Mode Complete message.
149. The source UE sends the Direct Security Mode Complete message to target UE through the UE-to-UE Relay, which may contain the LSB of KD ID if a new KD is generated.
150. Upon reception of the Direct Security Mode Complete message from the UE-to-UE Relay, the target UE deciphers and checks the integrity protection on the Direct Security Mode Complete message. The target UE may form the KD ID and store it with KD.
161. The Target UE sends a Direct Communication Accept message to the Source UE. The Direct Communication Accept message includes User Info ID of Source UE, User Info ID of Target UE, QoS Info (PFI and PC5 QoS parameters) and RSC.
[bookmark: OLE_LINK5]Editor’s Note: Whether to activate the integrity or confidentiality protection is based on the security policy of source UE and target UE, which is FFS.
NOTE 3:	How the PC5-S messages in steps 4, 5, 7, 9, 11 are forwarded by the UE-to-UE Relay is to be determined by RAN2, such as based on an Adaptation layer.
6.6.2.2	Key Hierarchy for UE-to-UE relay
There are 4 different layers of keying material as shown in figure 6.6.2.2-1.


[bookmark: _Hlk110934888]Figure 6.6.2.2-1: Key Hierarchy for UE-to-UE relay
· [bookmark: _Hlk110947477][bookmark: _Hlk110955635]Security Credentials: Upon successful configuration procedure, each UE will be configured with the credentials which include a public/private key pair. Authentication signallings are exchanged between source UE and target UE via UE-to-UE relay to derive the KD.
· KD: This is a root key that is shared between source UE and target UE that communicating using UE-to-UE relay link. It may be refreshed by re-running the authentication signallings using the security credentials. Nonces are exchanged between the UEs and used with the KD to generate a KD-sess (the next layer of keys). The KD ID is used to identify KD.
· [bookmark: _Hlk110956694]KD-sess: This key is derived by source UE and target UE from KD and is used derive keys that to protect the transfer of data between the peer UEs. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KD-sess. The KD-sess ID identifies the KD-sess ID.
· KD-enc, KD-int: The U2U relay Encryption Key (KD-enc) and Integrity Key (KD-int) are used in the chosen confidentiality and integrity algorithms respectively for protecting control plane data and user plane data between source UE and target UE.
[bookmark: _Hlk110958031]6.6.2.3	 Key derivation functions
[bookmark: _Toc19634749][bookmark: _Toc26875809][bookmark: _Toc35528560][bookmark: _Toc35533321][bookmark: _Toc45028664][bookmark: _Toc45274329][bookmark: _Toc45274916][bookmark: _Toc51168173][bookmark: _Toc98838920][bookmark: _Hlk110958186][bookmark: _Hlk116467117]6.6.2.3.1	KD-sess derivation function
The KD-sess derivation function is specified in clause A.3 of TS 33.536 [2], and the input key is KD.
6.6.2.3.2	Integrity and encryption keys derivation function
The integrity key KD-int and encryption key KD-enc derivation function are specified in clause A.2 of TS 33.536 [2], and the input key is KD-sess.
6.6.3	Evaluation 
TBD.
********* End 1st change*********
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